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PART A
(Answer all questions. Each question carries 3 marks)
Explain the three computer forensics data acquisition formats.
Describe Public and Private investigations with suitable example.
Explain the difference between NTFS and FAT file system.
Explain Metadata-based File Recovery technique.
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What is Locard's exchange principle? Explain its importance in forensic
Investigations.

Describe Rootkits in detail.

List any four OWASP Top 10 security risks in detail.

Describe various ICMP attacks.

Explain the role of encryption in forensics.

10. How data wiping done in hard drive?
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PART B
(Answer one full question from each module, each question carries 14 marks)
MODULE I
11. a) Explain different Forensic Protocol for Evidence Acquisition (6)
b)  What is Phishing? Explain different types of Phishing. (8)
OR
12. a) What are the different challenges in Cyber Forensics? (6)
b) Describe different types of Cybercrimes and also list the different (8)
skills required to become a Cyber Forensic Expert.
MODULE II
13. a) Explain the different data categories in a File System. (8)
b) Describe FAT32 File Structure. (6)
OR
14. a) Describe the terms file slack, RAM slack and drive slack. (6)
b) Explain the different types of volatile information in a live response (8)

system. List any two tools used for obtaining volatile information.
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MODULE III

[lustrate the importance of log analysis in cyber forensics.
What is reconnaissance? List and explain any five reconnaissance
tools.

OR

Why would you conduct a live response on a running system.
Describe Agile analysis in detail.

MODULE IV

List any six types of web attacks and how these web attacks are
investigated?
Explain Penetration Testing in detail.

OR

List and explain different Network Forensic Analysis Tools.
Explain OSI Reference Model in detail with the help of suitable
diagram.

MODULE V

Distinguish between Steganography and Cryptography.
Explain the different types of Anti-forensics Detection Techniques.

OR

What is Data Remanence? List the advantages of Data Remanence.
What is Spoofing? How to prevent spoofing attack?

LR S R S S R R R R R R R R R R R S S R S R R R R R R R RS R

Page 2 of 2

(6)
(8)

(6)
(8)

(6)
(8)

(6)
(8)

(8)
(6)

(6)
(8)



