
Jotrrnal nf N}nlineur Analysis ontl optimizotion: Theory & Applicutions ISSN-1906-9585

..CREDIT CARD FRAUD ANALYSIS AND DETECTION METHOD''

Ms. Aksu Biiu

BCA Srudent

. PG DePartntent of CA & AI

Scrintgits College Of Appliecl Sciences Kottayam' Kerala

Mahatma Gandhi Llniversity - Kerala

'- - .'--- - -

Ms. Clarin Joe

BCA Student

PG DePartment o.f CA & AI

Saintgits College Of Applied Sciences Kottayam' Kercrla

Mahatma Candhi University - Kerala

c |i::i- :::-.'." -'; |J:-')'

MnPMl(aiidRehmun

BCA Sntdent

PG DePartment of CA & AI

Saintgits College Of Applied Sciences Kottayam' Kerala

Mahatma Gandhi University - Kerala

:l'-i - - :. .: :''-' ":' - "i t'

Mr. Aswin A

BCA Student

PG DePartment of CA & AI

Saintgits College Of Applied Sciences Kottayam' Kerala

Mahatma Gandhi University - Kerala

t] :!l' il, bt-1! * :Gj'**::: Ls. tIL sJ q

Dr. Meenu Sureslt

Assistant Professor

PG DePartment of CA & AI

Saintgits College Of Applied Sciences Kottayam' Kerala

Mahatma Gandhi university - Kerala
i

Vot-15 NO;1 Special Issue-03 April(2024) UGC CARE Journals 61



Jottrna! oJ Nonrineur Anarysis unrt optimization: Therry & Appricarions rssN-1g06_g6g5

Abstract

-

Electronic payment (e-pa,v'ment) has transfbrrnecl financial transactions. offering speed andconvenience' Hor'vever' it lras also brought about significa,t charienges" notabry in credit cardsecurity" This paper explores the landscape of e-pa).rnent. focr.rsing on credit card frauddetection-a crucial aspect of fi,ancial security systems. Advanced algorithrns and machinelearning techniques are ernplored to analyse transaction data fbr patterns inclicative offraudulent activitv' Despite these advancements. credit carcls face r,.arious security threats.including card skimming' phishing scams. and data breaches. Cybercriminars conrinuousry
adapt their tactics' necessitating on-qoing acivancements in credit card protection. This paperhighli-thts the importance of evoiving security measures to safbguard users, frnanciarinfbrmation in the ever_changing digital iandscape.

I.Introduction

Electronic payment' or e-payment' refers to the digital exchange of money betrveen parties fbrgoods or services" conclucted through electronic devices a^d online ptatfbrms. This method offinancial transaction eliminates the neecl for ph1'sicar currencl, or traditionar paper-based
checks' offerin-s a convenietrt ancl efflcient means olconducting business in the rnodern cligitalera[2]' E-payment svstems encompass various forms. inclLrcling credit/debit card transactions.
mobile payments' online ba,king transf-ers. and cli-eital r,r,allets[4.7.g]. The widespread adoptionof e-payment solutions has revoiutioniseclrhe r.va1,'individualslnd brrir.rs.r;;;"*" financialtransactions, offering speed. security. and accessibility.

credit card fraud detection is a critical aspect of financial security systems aimed at identifyingand preventing unaLrthorised or fraudulent transactions. Advanced argorithms and machinelearning techniqtres play a pivotal role in analysing vast amounts of transaction clata to identifypatterns and anomalies indicative of frauclulent activitl,[9]. These systems assess variousfactors' includin-e transaction frequency" Iocation. purihase amounts. and unusuar spendingpatterns.

credit cards fbce various security and tiaud chailenges" rangin-e from unauthorised transactions
and identity theft to sophisticated cyberattacks[10- r2]. one prevarent issue is card skimming.where criminals install devices on ATMs or point-of-sare terminals to capture cardinformation[ ] 3]' Phishing scams also target cardholders through deceptive emairs or websites.aiming to obtain sensitive details. Additionally. data breaches at retailers or financial
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institr.rtions can compromise large volr:mes of credit card information. Cybercritrinals

constantll' evolve their tactics. emplol,ing malr,r'are and other advanced techniques to exploit

r ulnerabilities in online transactions[14.15]. The ongoing battle between security measures and

fi'audulent activities underscores the need for continuous advancements in credit card

protection to safeguard users' fi nancial infbrmation.

Il.Related Work

Sadgali et al[6] focuses on addressing the increasing challenge of credit card fraud in the di-eital

age. The authors use a consistent dataset to evaluate different methods. aiming to select the

best technique for implementation in future r,vork. The paper underscores the potential of

machine learning in enhancing the accuracy and efficiency of fraud detection systems. thereby

providing a significant contribution to the security of financial transactions in the digital era.

Zhang et.al [5] explores the application of the Xgboost model for detecting fraud in customer

transactions. The study uses a dataset from the IEEE-CIS Fraud Detection Competition on

Kaggle. involving data mining techniques like- feature engineering" visualization. and the use

of SMOTE (Si,nthetic Minority Oversampling Technique) for addressing class imbalance. The

authors compare Xgboost r.vith other rr-rachine learning methods like Support Vector Machine.

Random Forest. and Logistic Regression. demonstrating that the Xgboost-based model

outperforms these in terms of ROC AIJC score and accuracy. They also highlight the

importance of feature selection in improving hodel performance. Liu et.al [16] presents a

comprehensive study on the application of machine learning techniques in detecting online

transaction fraud. The paper introduces two fraud detection algorithms based on Fully

Connected Neural Networks and XGBoost. respectively. and highlights the design of an

interactive online transaction fraud detection system that utilizes the XGBoost model. The

stLrdy inclr.rdes extensive experiments and comparisons and also discusses the system's capacity

to analyze transaction data automatically and provide users with fraud detection results,

contributing significantly to the field of online financial security. Sailusha et.al [1] explores the

application of machine learning algorithms'for detecting credit card fraud. The study focuses

on using Random Forest and Adaboost algorithms to analyze credit card transaction data. The

effectiveness of these algorithrns is evaluated based on accuracy, precision" recall. and F1-

score. The researchers also employ a Receiver Operating Characteristic (ROC) curve based on

the confr-rsion matrix for further analysis. The results show that lvhile both algorithms perform

w'ell, the Randorn Forest al-eorithm exhibits a higher performance. GPT
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The ar.rthor Jain et.a[ [3] examines the ef1bctiveness oll.arious machine learning algorithms in

detecting credit card fraud. The studl'specifically fbcuses on three algorithms: Decision Tree.

Random Forest. and XGBoost. It compares their perfbrmance in terms of prediction accurac\

and uses a dataset of over one lakh credit card transactions lbrtesting. The results revealthat

XGBoost has the highest prediction accuracy (99.962%). followed by Random Forest

(99.957%) and Decision Tree (99.923%).

lII.Proposed Method

The research methodologr- comprises three main sections: data pre-processin_q, addressing

imbalanced classifiers. and providing descriptions of the models used in the study.

3. I Dataset Description

The dataset utilized in this study to evaluate students' adaptability to online learning r,vas

sourced from Kaggle, a well-known machine learning repository rvidell used for sharing and

assessing datasets. Kaggle serves as a platfbrm u,here individuals, organizations, and scholars

contribute datasets spanning various sectors. Ensuring alignment lvith the goals and parameters

of our investigation \\'as crucial in selecting an appropriaie dataset from Kaggle's diverse

oflerings. Researchers conducted a thorough evaluation of the dataset to ascerlain its

dependability and quality. This evaluation included a meticulolrs assessment for completeness.

correctness, and relevance to ensure that the dataset adequately met the requirements of our

studl .

A. Data Preprocessing

ln this research. the data underwent thorough cleaning, transfomation. and organization to

meet quality standards fbr analysis. Subsequently. norrnalization r,vas performed, applying

rules to categorise data into low, moderate. and high adaptabilitl, levels. The Interquartile

Range 171.72) was r,rtilized to eliminate any inaccurate data points. ensuring data accuracy.

B. Balancing the Dataset using SMOTE

.Addressing the inherent data imbalance. the dataset comprises 625 instances of Moderate

values. 480 instances of Low values, and 100 instances of High values. To rectify this

imbalance. the Synthetic Minority Over-sampling Technique (SMOTE) U3.74) is employed

through oversampling and is depicted in Fig.1. This technique involves generating synthetic

instances to augment the minoritl, class. ensuring a more balanced representation in the dataset.

Subsequently, the balanced dataset is fed into each classitler for effective classification.
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Figure 1. Balancing the Dataset using SMOTE

C. Description of Models

Numerous machine learning algorithms have been employed to forecast potential outcomes

regarding student adaptability' levels in this study. The dataset underwent training and testing

with a diverse set of ML algorithm - RandomForest. Given the dataset's multi-labeled nature.

a One Vs. Rest approach was integrated into binary class classification algorithms to tackle the

challenges of multi-class classification. [n this methodology, one class is designated as the

positive class, w'hile alI other classes are collectively treated as the negative class. Each class

undergoes individual testing. and results are generated by evalitating one class against all the

other classes using this approach.

l) Random Forest

The Random Forest Classifier is a machine learning method specifically designed for

addressing classification problems. This ensemble learning technique combines multiple

decision trees to generate predictions. The key feature of a random forest lies in training each

tree with a different subset of the training data and features. resulting in a diverse set of decision

trees. As incoming data is fed into the ensemble, each tree independently categorises it. and the

final prediction is determined by a majority vote among the trees. Renowned for its ability to

handle high-dimensional data, mitigate overfitting, and deliver robust and accurate

classification results, the Random Forest Classifier finds widespread application in various

industries such as banking, healthcare. and image categorization. thanks to its efficiency and

adaptability.
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IV.Evaluation and Result Analysis

As shorvn in Table l. Random forest r,vith recall. precision. Fl Score and accuracy with

SMOTE oversampling are 0.765957.0.186528.0.300000.0.994079 respectively ancl r.vith no

oversarnplingare0.723404.0.9189l9.0.809524-0.999436 is depicted in figure 2.

Table l: Compariso"n of the variolts metrics

Random

with

Forest Recall Precision Fl Score Accuracy

SMOTE

Oversampling

0.765957 0.1 86528 0.300000 0.994079

No

under/oversamplin

o

0.723404 0.918919 0.809s24 0.999436

B"1plq.&

Figure 2.Fraud and Genuine transaction

V.Conclusion

Even thor-rgh there are many fraud detection techniques wre can't say that this par-ticular

algorithm detects the fraud completely. From our anall,sis. \\re can conclude that the accuracy

fbr the Random Forest r,vith SMOTE Oversampling is 99.4079 and Random Forest r,vith No

Under/Oversampling is 99.9436. When we consider the precision. recall. and the F l-score the

Random Forest algorithm has the highest value . Hence vn'e conclucle that the Random Forest

Algorithm works with best accuracy to detect credit card fiaud.
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